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E. No access to financial records shall be
attempted before the expiration of the perti-
nent time period while awaiting receipt of a
potential customer challenge, or prior to the
adjudication of any challenge made.

F. The official who signs the customer no-
tice shall be designated to receive any chal-
lenge from the customer.

G. When a customer fails to file a chal-
lenge to access to financial records within
the above pertinent time periods, or after a
challenge is adjudicated in favor of the law
enforcement office, the head of the office, or
a designee, shall certify in writing to the fi-
nancial institution that such office has com-
plied with the requirements of 12 U.S.C.
Chapter 35. No access to any financial
records shall be made before such certifi-
cation (appendix M to this part) is provided
the financial institution.

APPENDIX D TO PART 275—OBTAINING
ACCESS BY SEARCH WARRANT

A. A Government authority may obtain fi-
nancial records by using a search warrant
obtained under Rule 41 of the Federal Rules
of Criminal Procedure.

B. Unless a delay of notice has been ob-
tained under provisions of appendix H to this
part, the law enforcement office shall, no
later than 90 days after serving the search
warrant, mail to the customer’s last known
address a copy of the search warrant to-
gether with the following notice:

“Records or information concerning your
transactions held by the financial institu-
tion named in the attached search warrant
were obtained by this [DoD office or activ-
ity] on [date] for the following purpose:
[state purpose]. You may have rights under
the Right to Financial Privacy Act of 1978.”

C. In any state or territory of the United
States, or in the District of Columbia, Puer-
to Rico, Guam, American Samoa, or the Vir-
gin Islands, search authorizations signed by
installation commanders, military judges, or
magistrates shall not be used to gain access
to financial records.

APPENDIX E TO PART 275—OBTAINING
ACCESS FOR FOREIGN INTELLIGENCE,
FOREIGN COUNTERINTELLIGENCE,
AND INTERNATIONAL TERRORIST AC-
TIVITIES OR INVESTIGATIONS

A. Financial records may be obtained from
a financial institution (as identified at
§275.3) by an intelligence organization, as
identified in DoD Directive 5240.11, author-
ized to conduct intelligence activities, to in-
clude investigation or analyses related to

1Copies may be obtained at htip:/

www.dtic.mil/whs/directives/.
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international terrorism, pursuant to DoD Di-
rective 5240.1 and Executive Order 12333.

B. The provisions of this part do not apply
to the production and disclosure of financial
records when requests are submitted by in-
telligence organizations except as may be re-
quired by this appendix.

C. When a request for financial records is
made under paragraph A. of this appendix, a
Component official designated by the Sec-
retary of Defense, the Secretary of a Mili-
tary Department, or the Head of the DoD
Component authorized to conduct foreign in-
telligence or foreign counterintelligence ac-
tivities shall certify to the financial institu-
tion that the requesting Component has
complied with the provisions of U.S.C. chap-
ter 35. Such certification in a format similar
to appendix M to this part shall be made be-
fore obtaining any records.

D. An intelligence organization requesting
financial records under paragraph A. of this
appendix, may notify the financial institu-
tion from which records are sought 12 U.S.C.
3414(3) prohibits disclosure to any person by
the institution, its agents, or employees that
financial records have been sought or ob-
tained. An intelligence organization request-
ing financial records under paragraph A. of
this appendix, shall maintain an annual tab-
ulation of the occasions in

E. An intelligence organization requesting
financial records under paragraph A. of this
appendix, shall maintain an annual tabula-
tion of the occasions in which this access
procedure was used.

APPENDIX F TO PART 275—OBTAINING
EMERGENCY ACCESS

A. Except as provided in paragraphs B. and
C. of this appendix, nothing in this part shall
apply to a request for financial records from
a financial institution when a determination
is made that a delay in obtaining access to
such records would create an imminent dan-
ger of:

1. Physical injury to any person.

2. Serious property damage.

3. Flight to avoid prosecution.

B. When access is made to financial records
under paragraph A of this appendix, a Com-
ponent official designated by the Secretary
of Defense or the Secretary of a Military De-
partment shall:

1. Certify in writing, in a format set forth
in appendix M to this part, to the financial
institution that the Component has complied
with the provisions of 12 U.S.C. chapter 35, as
a prerequisite to obtaining access.

2. Submit for filing with the appropriate
court a signed sworn statement setting forth
the grounds for the emergency access within
5 days of obtaining access to financial
records.

C. When access to financial records are ob-
tained under paragraph A. of this appendix, a
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copy of the request, along with the following
notice, shall be served on the person or
mailed to the person’s last known mailing
address as soon as practicable after the
records have been obtained unless a delay of
notice has been obtained under appendix H of
this part.

“Records concerning your transactions
held by the financial institution named in
the attached request were obtained by
[Agency or Department] under the Right to
Financial Privacy Act of 1978 on [date] for
the following purpose: [state with reasonable
specificity the nature of the law enforcement
inquiry]. Emergency access to such records
was obtained on the grounds that [state
grounds].”

Mailings under this paragraph shall be by
certified or registered mail.

APPENDIX G TO PART 275—RELEASING
INFORMATION OBTAINED FROM FI-
NANCIAL INSTITUTIONS

A. Financial records obtained under 12
U.S.C. chapter 35 shall be marked: “This
record was obtained pursuant to the Right to
Financial Privacy Act of 1978, 12 U.S.C. 3401
et seq., and may not be transferred to another
Federal Agency or Department without prior
compliance with the transferring require-
ments of 12 U.S.C. 3412.”

B. Financial records obtained under this
part shall not be transferred to another
Agency or Department outside the Depart-
ment of Defense unless the head of the trans-
ferring law enforcement office, personnel se-
curity element, or intelligence organization,
or designee, certifies in writing that there is
reason to believe that the records are rel-
evant to a legitimate law enforcement in-
quiry, or intelligence or counterintelligence
activity (to include investigation or analyses
related to international terrorism) within
the jurisdiction of the receiving Agency or
Department. Such certificates shall be main-
tained with the DoD Component along with
a copy of the released records.

C. Subject to paragraph D. of this appen-
dix, unless a delay of customer notice has
been obtained under appendix H of this part,
the law enforcement office or personnel secu-
rity element shall, within 14 days, personally
serve or mail to the customer, at his or her
last known address, a copy of the certificate
required by paragraph B., along with the fol-
lowing notice:

“Copies of or information contained in
your financial records lawfully in possession
of [name of Component] have been furnished
to [name of Agency or Department] pursuant
to the Right to Financial Privacy Act of 1978
for the following purposes: [state the nature
of the law enforcement inquiry with reason-
able specificity]. If you believe that this
transfer has not been made to further a le-
gitimate law enforcement inquiry, you may
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have legal rights under the Financial Pri-
vacy Act of 1978 or the Privacy Act of 1974.”

D. If a request for release of information is
from a Federal Agency, as identified in E.O.
12333, authorized to conduct foreign intel-
ligence or foreign counterintelligence activi-
ties, the transferring DoD Component shall
release the information without notifying
the customer, unless permission to provide
notification is given in writing by the re-
questing Agency.

E. Whenever financial data obtained under
this part is incorporated into a report of in-
vestigation or other correspondence; pre-
cautions must be taken to ensure that:

1. The reports or correspondence are not
distributed outside the Department of De-
fense except in compliance with paragraph
B.; and

2. The report or other correspondence con-
tains an appropriate warning restriction on
the first page or cover. Such a warning could
read as follows:

“Some of the information contained herein
(cite specific paragraph) is financial record
information which was obtained pursuant to
the Right to Privacy Act of 1978, 12 U.S.C.
3401 et seq. This information may not be re-
leased to another Federal Agency or Depart-
ment outside the Department of Defense ex-
cept for those purposes expressly authorized
by Act.”

APPENDIX H TO PART 275—PROCEDURES
FOR DELAY OF NOTICE

A. The customer notice required when
seeking an administrative subpoena or sum-
mons (paragraph B. of appendix C to this
part), obtaining a search warrant (paragraph
B. of appendix D to this part), seeking a judi-
cial subpoena (paragraph B. to appendix C to
this part), making a formal written request
(paragraph B. to appendix C to this part), ob-
taining emergency access (paragraph C. of
appendix F to this part), or transferring in-
formation (paragraph C. of appendix G to
this part), may be delayed for an initial pe-
riod of 90 days and successive periods of 90
days. The notice required when obtaining a
search warrant (paragraph B. of appendix D
to this part) may be delayed for a period of
180 days and successive periods of 90 days. A
delay of notice may only be made by an
order of an appropriate court if the presiding
judge or magistrate finds that:

1. The investigation is within the lawful
jurisdiction of the Government authority
seeking the records.

2. There is reason to believe the records
being sought are relevant to a law enforce-
ment inquiry.

3. There is reason to believe that serving
the notice will result in:

a. Endangering the life or physical safety
of any person.

b. Flight from prosecution.

663



		Superintendent of Documents
	2014-08-19T11:17:05-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




